[ip firewall filter

add chai n=forward connecti on-st at e=est abl i shed comm

ent="al |l ow establi shed connecti ons"”
add chai n=forward connecti on-state=rel ated coment =

"al |l ow rel ated connecti ons”
add chai n=forward
rop conmment ="drop
add chai n=forward
ment="junp to the

add action=return
i ous nenu" di sabl ed=no

add action=drop chai n=virus
dst-port=1-2 protocol =tcp
add action=drop chai n=virus
dst - port =30-31 protocol =tcp
add acti on=drop chai n=virus
dst - port=37 protocol =tcp
add acti on=drop chai n=virus
dst-port=41 protocol =tcp
add action=drop chai n=virus
dst - port=48 protocol =tcp
add acti on=drop chai n=virus
dst - port=50 protocol =tcp
add acti on=drop chai n=virus
dst - port =58-59 protocol =tcp
add action=drop chai n=virus
dst - port =69- 70 protocol =tcp
add acti on=drop chai n=virus
dst-port=79 protocol =tcp
add acti on=drop chai n=virus
dst-port=81 protocol =tcp
add action=drop chai n=virus
dst - port =85-90 protocol =tcp
add acti on=drop chai n=virus
dst-port=99 protocol =tcp
add acti on=drop chai n=virus
dst-port=113 protocol =tcp
add action=drop chai n=virus
dst-port=119 protocol =tcp
add acti on=drop chai n=virus

comment =""
comment =""
comrent =""
comment =""
comment =""
comrent =""
comment =""
comment =""
comrent =""
comment =""
comment =""
comrent =""
comment =""
comment =""

coment =""

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

connection-state=invalid action=d
I nvalid connecti ons”
action=junp junp-target=virus com
vi rus chain"

chai n=vi rus comment ="Back to prev

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



dst-port=121 protocol =tcp
add acti on=drop chai n=virus
dst - port=129 protocol =tcp
add action=drop chai n=virus
dst - port =133 protocol =tcp
add acti on=drop chai n=virus

coment =

comment =

conment =

dst - port=135-139 protocol =tcp

add acti on=drop chai n=virus
dst-port=142 protocol =tcp
add action=drop chai n=virus
dst - port =146 protocol =tcp
add acti on=drop chai n=virus
dst - port=170 protocol =tcp
add action=drop chai n=virus
dst - port =382 protocol =tcp
add action=drop chai n=virus
dst - port =334 protocol =tcp
add acti on=drop chai n=virus
dst-port=411 protocol =tcp
add acti on=drop chai n=virus

coment =

comment =

comment =

coment =

dst - port=420-421 protocol =tcp

add action=drop chai n=virus

coment =

di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no

dst-port=445 in-interface=Local LAN protocol =tcp s

rc-address-1ist=Local LAN
add action=drop chai n=virus

coment =

dst - port =455- 456 protocol =tcp

add acti on=drop chai n=virus
dst - port =456 protocol =tcp
add acti on=drop chai n=virus

conment =

coment =

dst-port=513-514 protocol =tcp

add action=drop chai n=virus
dst - port =530 protocol =tcp
add acti on=drop chai n=virus
dst - port =531 protocol =tcp
add acti on=drop chai n=virus
dst - port =555 protocol =tcp
add action=drop chai n=virus
dst - port =559 protocol =tcp
add acti on=drop chai n=virus
dst - port =587 protocol =tcp
add acti on=drop chai n=virus
dst - port =593 protocol =tcp

coment =

coment =

coment =

di
di
di
di
di
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di
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sabl ed=no
sabl ed=no
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sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =605 protocol =tcp
add acti on=drop chai n=virus
dst - port =666 protocol =tcp
add action=drop chai n=virus comment =
dst - port=667 protocol =tcp
add action=drop chai n=virus
dst - port =669 protocol =tcp
add acti on=drop chai n=virus
dst - port =692 protocol =tcp
add action=drop chai n=virus comment =
dst-port=777-778 protocol =tcp

add action=drop chai n=virus comment =
dst - port =808 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =880 protocol =tcp

add action=drop chai n=virus comment =
dst - port=901-902 protocol =tcp

add action=drop chai n=virus comment =
dst-port=911 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =999- 1001 protocol =tcp

add action=drop chai n=virus comment =
dst-port=1011-1016 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1020 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1024- 1025 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1033- 1035 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1042 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1045 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1049- 1050 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1053- 1054 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =1080- 1083 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1090 protocol =tcp

comment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
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di
di
di
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di
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sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus comment=""
dst - port=1095- 1099 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=1111 protocol =tcp

add action=drop chai n=virus comment =
dst-port=1150-1151 protocol =tcp

add action=drop chai n=virus comment=""
dst-port=1170 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1207- 1208 protocol =tcp

add action=drop chai n=virus comment =
dst-port=1212 protocol =tcp

add action=drop chai n=virus comment=""
dst-port=1218 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=1234 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=1243 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1245 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1255- 1256 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=1269 protocol =tcp

add action=drop chai n=virus comment =
dst-port=1272 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=1313 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=1338 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1349 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1394 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=1433 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=1441 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1492 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=1505 protocol =tcp
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add action=drop chai n=virus comment=""
dst - port =1509 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1524 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=1568 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1533- 1534 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1600 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=1604 protocol =tcp

add action=drop chai n=virus comment =
dst-port=1703 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=1777 protocol =tcp

add action=drop chai n=virus comment=""
dst-port=1751 protocol =tcp

add action=drop chai n=virus coment=""
dst-port=1772 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1807 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=1863 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=1966- 1967 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=1981 protocol =tcp

add action=drop chai n=virus comment =
dst - port=1969 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=1999- 2005 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =2023 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=2041 protocol =tcp

add action=drop chai n=virus comment =
dst - port =2080 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =2090 protocol =tcp

add action=drop chai n=virus comment=""
dst-port=2115 protocol =tcp

di
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add action=drop chai n=virus comment=""
dst - port=2140 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=2155 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =2255 protocol =tcp

add action=drop chai n=virus comment =
dst - port=2283 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =2300 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=2311 protocol =tcp

add action=drop chai n=virus comment =
dst - port=2322 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =2330- 2339 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=2414 protocol =tcp

add action=drop chai n=virus coment=""
dst - port =2556 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =2565 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =2583 protocol =tcp

add action=drop chai n=virus coment=""
dst-port=2716 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=2721 protocol =tcp

add action=drop chai n=virus comment =
dst - port=2745 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=2766 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=2773-2774 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=2801 protocol =tcp

add action=drop chai n=virus comment =
dst - port =2989 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =3000 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=3024 protocol =tcp
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add action=drop chai n=virus comment=""
dst - port =3028 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =3030- 3031 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=3067 protocol =tcp

add action=drop chai n=virus comment =
dst - port=3127-3198 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =3256 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=3306 protocol =tcp

add action=drop chai n=virus comment =
dst - port=3332 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =3385 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=3410 protocol =tcp

add action=drop chai n=virus coment=""
dst - port =3456 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =3459 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =3547 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=3700 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=3737 protocol =tcp

add action=drop chai n=virus comment =
dst-port=3777 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=3791 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =3801 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =4000- 4001 protocol =tcp

add action=drop chai n=virus comment =
dst - port=4092 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=4128 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=4242 protocol =tcp
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add action=drop chai n=virus
dst - port =4300 protocol =tcp
add acti on=drop chai n=virus
dst - port=4321 protocol =tcp
add acti on=drop chai n=virus
dst - port=4387 protocol =tcp
add action=drop chai n=virus
dst - port=4444 protocol =tcp
add acti on=drop chai n=virus
dst - port=4512 protocol =tcp
add acti on=drop chai n=virus
dst - port =4567 protocol =tcp
add action=drop chai n=virus
dst - port =4590 protocol =tcp
add acti on=drop chai n=virus
dst - port =4646 protocol =tcp
add action=drop chai n=virus
dst - port=4661 protocol =tcp
add action=drop chai n=virus
dst - port=4751 protocol =tcp
add acti on=drop chai n=virus
dst - port =4820 protocol =tcp
add acti on=drop chai n=virus
dst - port=4888 protocol =tcp
add action=drop chai n=virus
dst - port =4899 protocol =tcp
add acti on=drop chai n=virus
dst - port =4903 protocol =tcp
add acti on=drop chai n=virus
dst - port =4950 protocol =tcp
add action=drop chai n=virus

comment =

coment =""

comment =
coment =""

comment =""

comment =""

coment =

comment =""

dst - port =5000- 5002 protocol =tcp

add acti on=drop chai n=virus

conment =

dst - port =5010- 5011 protocol =tcp

add acti on=drop chai n=virus
dst - port=5025 protocol =tcp
add action=drop chai n=virus

coment =""

coment =

dst - port =5031- 5032 protocol =tcp

add acti on=drop chai n=virus
dst - port=5152 protocol =tcp
add acti on=drop chai n=virus
dst - port=5190 protocol =tcp

conmrent =

coment =""
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add action=drop chai n=virus comment=""
dst - port=5321 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=5333 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=5343 protocol =tcp

add action=drop chai n=virus comment =
dst - port =5400- 5402 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=5418-5419 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=5512 protocol =tcp

add action=drop chai n=virus comment =
dst - port =5534 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =5550- 5558 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =5569 protocol =tcp

add action=drop chai n=virus coment=""
dst - port =5588 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =5637-5638 protocol =tcp

add action=drop chai n=virus comment=""
dst-port=5714 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=5741-5742 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=5760 protocol =tcp

add action=drop chai n=virus comment =
dst - port =5800 protocol =tcp

add action=drop chai n=virus coment=""
dst - port =5880 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =5882 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =5888- 5889 protocol =tcp

add action=drop chai n=virus comment =
dst - port =5900 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =6000 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =6006 protocol =tcp
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add action=drop chai n=virus comment=""
dst - port=6129 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=6180 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=6187 protocol =tcp

add action=drop chai n=virus comment =
dst - port=6272 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =6400 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =6565 protocol =tcp

add action=drop chai n=virus comment =
dst - port=6631 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=6661 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =6666- 6667 protocol =tcp

add action=drop chai n=virus coment=""
dst - port =6669- 6671 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=6711-6713 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=6723 protocol =tcp

add action=drop chai n=virus coment=""
dst-port=6771 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=6776-6777 protocol =tcp

add action=drop chai n=virus comment =
dst - port=6789 protocol =tcp

add action=drop chai n=virus coment=""
dst - port =6883 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=6912 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=6939 protocol =tcp

add action=drop chai n=virus comment =
dst - port =6969 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=6970 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =7000- 7001 protocol =tcp
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add action=drop chai n=virus comment=""
dst - port=7028 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=7043 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=7215 protocol =tcp

add action=drop chai n=virus comment =
dst - port =7300- 7308 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=7329 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=7410 protocol =tcp

add action=drop chai n=virus comment =
dst - port=7424 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=7597 protocol =tcp

add action=drop chai n=virus comment=""
dst-port=7614 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=7626 protocol =tcp

add acti on=drop chai n=virus coment =
dst-port=7740-7749 protocol =tcp

add action=drop chai n=virus comment=""
dst-port=7777 protocol =tcp

add action=drop chai n=virus coment=""
dst-port=7789 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=7823 protocol =tcp

add action=drop chai n=virus comment =
dst - port=7891 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=7955 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=7983 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =7999- 8000 protocol =tcp

add action=drop chai n=virus comment =
dst - port=8012 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=8076 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=8081 protocol =tcp

di
di
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add action=drop chai n=virus
dst - port =8090 protocol =tcp
add acti on=drop chai n=virus
dst - port=8126 protocol =tcp
add acti on=drop chai n=virus
dst - port=8787 protocol =tcp

comrent =""

conment =

coment =""

add action=drop chai n=virus comment =
dst - port=8811 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =8866 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=8879 protocol =tcp

add action=drop chai n=virus comment =
dst - port =8888- 8889 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =8988- 8989 protocol =tcp

add action=drop chai n=virus comment=""
dst - port =9000 protocol =tcp

add action=drop chai n=virus coment=""
dst - port=9125 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port =9400 protocol =tcp

add action=drop chai n=virus comment=""
dst - port=9604 protocol =tcp

add action=drop chai n=virus coment=""
dst - port =9696- 9697 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=9872-9878 protocol =tcp

add action=drop chai n=virus comment =
dst - port =9898- 10002 protocol =tcp

add action=drop chai n=virus coment=""
dst - port =9989 protocol =tcp

add acti on=drop chai n=virus coment =

dst - port =9996 protocol =tcp
add acti on=drop chai n=virus
dst - port=9999 protocol =tcp
add action=drop chai n=virus
dst - port =10000 protocol =tcp
add acti on=drop chai n=virus
dst - port =10005 protocol =tcp
add acti on=drop chai n=virus
dst - port =10008 protocol =tcp

coment =""

coment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =10027 protocol =tcp
add acti on=drop chai n=virus
dst - port =10067 protocol =tcp
add acti on=drop chai n=virus
dst - port=10080 protocol =tcp
add action=drop chai n=virus

comment =

dst - port=10100- 10103 protocol =tcp

add acti on=drop chai n=virus
dst - port =10520 protocol =tcp
add acti on=drop chai n=virus
dst - port=10607 protocol =tcp
add action=drop chai n=virus
dst - port =10666 protocol =tcp
add acti on=drop chai n=virus
dst - port=11000 protocol =tcp
add action=drop chai n=virus

coment =

comment =

coment =

dst-port=11050-11051 protocol =tcp

add action=drop chai n=virus
dst-port=11223 protocol =tcp
add acti on=drop chai n=virus
dst-port=11768 protocol =tcp
add acti on=drop chai n=virus
dst-port=11831 protocol =tcp
add action=drop chai n=virus
dst - port =12000 protocol =tcp
add acti on=drop chai n=virus
dst - port =12065 protocol =tcp
add acti on=drop chai n=virus
dst - port=12076 protocol =tcp
add action=drop chai n=virus
dst - port=12223 protocol =tcp
add acti on=drop chai n=virus

comment =

coment =

coment =

coment =

dst - port=12345-12346 protocol =tcp

add acti on=drop chai n=virus

coment =

dst-port=12361-12363 protocol =tcp

add action=drop chai n=virus
dst - port=12456 protocol =tcp
add acti on=drop chai n=virus
dst-port=12631 protocol =tcp
add acti on=drop chai n=virus
dst-port=12701 protocol =tcp

coment =

conmrent =

coment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port=12754 protocol =tcp
add acti on=drop chai n=virus
dst - port =13000 protocol =tcp
add acti on=drop chai n=virus
dst-port=13173 protocol =tcp
add action=drop chai n=virus
dst - port=13468 protocol =tcp
add acti on=drop chai n=virus
dst - port=13700 protocol =tcp
add acti on=drop chai n=virus
dst - port=14247 protocol =tcp
add action=drop chai n=virus
dst - port=15104 protocol =tcp
add acti on=drop chai n=virus
dst - port=15118 protocol =tcp
add action=drop chai n=virus
dst - port=15432 protocol =tcp
add action=drop chai n=virus
dst - port=16322 protocol =tcp
add acti on=drop chai n=virus
dst - port=16484 protocol =tcp
add acti on=drop chai n=virus

comment =

coment =""

comment =
coment =""

comment =""

dst - port=16660- 16661 protocol =tcp

add action=drop chai n=virus
dst - port =16959 protocol =tcp
add acti on=drop chai n=virus
dst - port=17300 protocol =tcp
add acti on=drop chai n=virus
dst - port=17940 protocol =tcp
add action=drop chai n=virus
dst - port =19937 protocol =tcp
add acti on=drop chai n=virus

comment =""

coment =

comment =""

dst - port =20000- 20002 pr ot ocol =tcp

add acti on=drop chai n=virus
dst - port =20034 protocol =tcp
add action=drop chai n=virus
dst - port =20203 protocol =tcp
add acti on=drop chai n=virus
dst - port =20331 protocol =tcp
add acti on=drop chai n=virus

coment =""

coment =

dst - port =20432- 20433 protocol =tcp

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =20480 protocol =tcp
add acti on=drop chai n=virus
dst - port =20742 protocol =tcp
add acti on=drop chai n=virus
dst-port=21211 protocol =tcp
add action=drop chai n=virus
dst - port =21554 protocol =tcp
add acti on=drop chai n=virus
dst - port =22222 protocol =tcp
add acti on=drop chai n=virus
dst - port=22311 protocol =tcp
add action=drop chai n=virus
dst - port=22784 protocol =tcp
add acti on=drop chai n=virus

comment =

coment =""

comment =

dst - port =23005- 23006 protocol =tcp

add action=drop chai n=virus
dst - port=23232 protocol =tcp
add action=drop chai n=virus
dst - port =23435 protocol =tcp
add acti on=drop chai n=virus

coment =""
comment =""

conment =

dst - port=23476-23477 protocol =tcp

add acti on=drop chai n=virus
dst - port=23523 protocol =tcp
add action=drop chai n=virus
dst - port =26274 protocol =tcp
add acti on=drop chai n=virus
dst - port=27379 protocol =tcp
add acti on=drop chai n=virus
dst - port=27573 protocol =tcp
add action=drop chai n=virus
dst - port =27665 protocol =tcp
add acti on=drop chai n=virus
dst - port =29147 protocol =tcp
add acti on=drop chai n=virus
dst - port=29292 protocol =tcp
add action=drop chai n=virus
dst - port =29559 protocol =tcp
add acti on=drop chai n=virus
dst - port =29891 protocol =tcp
add acti on=drop chai n=virus
dst - port =29999 protocol =tcp

coment =""

comment =""

coment =

comment =""

coment =""

coment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =30029 protocol =tcp
add acti on=drop chai n=virus

comrent =""

conment =

dst - port =30100- 30103 protocol =tcp

add acti on=drop chai n=virus
dst - port=30133 protocol =tcp
add action=drop chai n=virus
dst - port =30303 protocol =tcp
add acti on=drop chai n=virus
dst - port =30999 protocol =tcp
add acti on=drop chai n=virus

coment =""

comment =

coment =""

dst - port=31335-31339 protocol =tcp

add action=drop chai n=virus
dst - port =31666 protocol =tcp
add acti on=drop chai n=virus

comment =

conment =

dst - port=31785-31792 protocol =tcp

add action=drop chai n=virus
dst - port=32121 protocol =tcp
add action=drop chai n=virus
dst - port =32418 protocol =tcp
add acti on=drop chai n=virus
dst - port =32440 protocol =tcp
add acti on=drop chai n=virus
dst - port=33270 protocol =tcp
add action=drop chai n=virus
dst - port =33322 protocol =tcp
add acti on=drop chai n=virus
dst - port =33333 protocol =tcp
add acti on=drop chai n=virus
dst - port=33911 protocol =tcp
add action=drop chai n=virus
dst - port =34324 protocol =tcp
add acti on=drop chai n=virus
dst - port =36183 protocol =tcp
add acti on=drop chai n=virus
dst - port=37651 protocol =tcp
add action=drop chai n=virus
dst - port =39999 protocol =tcp
add acti on=drop chai n=virus
dst - port =40412 protocol =tcp
add acti on=drop chai n=virus

coment =""

comment =""

comment =""

coment =

comment =""

coment =""

coment =

dst - port=40421- 40426 protocol =tcp

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port=43210 protocol =tcp
add acti on=drop chai n=virus
dst - port =44280 protocol =tcp
add acti on=drop chai n=virus
dst - port =44390 protocol =tcp
add action=drop chai n=virus
dst - port=47252 protocol =tcp
add acti on=drop chai n=virus
dst - port=47387 protocol =tcp
add acti on=drop chai n=virus
dst - port=47891 protocol =tcp
add action=drop chai n=virus
dst - port =50505 protocol =tcp
add acti on=drop chai n=virus
dst - port=50776 protocol =tcp
add action=drop chai n=virus
dst - port=51234 protocol =tcp
add action=drop chai n=virus
dst - port=51435 protocol =tcp
add acti on=drop chai n=virus
dst - port =53001 protocol =tcp
add acti on=drop chai n=virus
dst - port =54283 protocol =tcp
add action=drop chai n=virus

comment =

coment =

comment =

coment =

comment =

coment =

dst - port =54320- 54321 protocol =tcp

add acti on=drop chai n=virus

conment =

dst - port =55165- 55166 protocol =tcp

add acti on=drop chai n=virus
dst - port=56565 protocol =tcp
add action=drop chai n=virus
dst - port=57341 protocol =tcp
add acti on=drop chai n=virus

coment =

coment =

conment =

dst - port =58008- 58009 pr ot ocol =tcp

add acti on=drop chai n=virus
dst - port =58339 protocol =tcp
add action=drop chai n=virus
dst - port =58666 protocol =tcp
add acti on=drop chai n=virus
dst - port=59211 protocol =tcp
add acti on=drop chai n=virus
dst - port =60000 protocol =tcp

coment =

coment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =60001 protocol =tcp
add acti on=drop chai n=virus
dst - port =60006 pr ot ocol =tcp
add acti on=drop chai n=virus
dst - port =60068 protocol =tcp
add action=drop chai n=virus
dst - port =60411 protocol =tcp
add acti on=drop chai n=virus
dst - port =61000 protocol =tcp
add acti on=drop chai n=virus
dst - port=61348 protocol =tcp
add action=drop chai n=virus
dst - port =61466 protocol =tcp
add acti on=drop chai n=virus
dst - port =61603 protocol =tcp
add action=drop chai n=virus
dst - port =63485 protocol =tcp
add action=drop chai n=virus

comment =

coment =""

comment =

coment =""

comment =""

dst - port =63808- 63809 protocol =tcp

add acti on=drop chai n=virus
dst - port =64101 protocol =tcp
add acti on=drop chai n=virus
dst - port =64429 protocol =tcp
add action=drop chai n=virus
dst - port =65000 protocol =tcp
add acti on=drop chai n=virus
dst - port =65390 protocol =tcp
add acti on=drop chai n=virus
dst - port =65421 protocol =tcp
add action=drop chai n=virus
dst - port =65432 protocol =tcp
add acti on=drop chai n=virus
dst - port =65506 protocol =tcp
add acti on=drop chai n=virus
dst - port =65534 protocol =tcp
add action=drop chai n=virus
dst - port =65535 protocol =tcp
add acti on=drop chai n=virus
dst - port=51966 protocol =tcp
add acti on=drop chai n=virus
dst - port=52317 protocol =tcp

comment =""

coment =

comment =""

coment =""

coment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =50130 protocol =tcp
add acti on=drop chai n=virus
dst - port =49301 protocol =tcp
add acti on=drop chai n=virus
dst - port =44575 protocol =tcp
add action=drop chai n=virus
dst - port =44444 protocol =tcp
add acti on=drop chai n=virus
dst - port=41666 protocol =tcp
add acti on=drop chai n=virus
dst - port=41337 protocol =tcp
add action=drop chai n=virus
dst - port =37237 protocol =tcp
add acti on=drop chai n=virus
dst - port =34444 protocol =tcp
add action=drop chai n=virus
dst - port=33577 protocol =tcp
add action=drop chai n=virus
dst - port=33777 protocol =tcp
add acti on=drop chai n=virus
dst - port =32100 protocol =tcp
add acti on=drop chai n=virus
dst - port =32001 protocol =tcp
add action=drop chai n=virus
dst - port=31785 protocol =tcp
add acti on=drop chai n=virus
dst - port =30947 protocol =tcp
add acti on=drop chai n=virus
dst - port =30003 protocol =tcp
add action=drop chai n=virus

comment =

coment =""

comment =
coment =""

comment =""

comment =""

coment =

comment =""

dst - port =30000- 30001 protocol =tcp

add acti on=drop chai n=virus
dst - port =29369 protocol =tcp
add acti on=drop chai n=virus
dst - port=29104 protocol =tcp
add action=drop chai n=virus
dst - port =28678 protocol =tcp
add acti on=drop chai n=virus
dst - port=27374 protocol =tcp
add acti on=drop chai n=virus
dst - port=26681 protocol =tcp

coment =""

coment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =25982 protocol =tcp
add acti on=drop chai n=virus

comrent =""

conment =

dst - port =25685- 25686 pr ot ocol =tcp

add acti on=drop chai n=virus
dst - port =24000 protocol =tcp
add action=drop chai n=virus
dst - port=23777 protocol =tcp
add acti on=drop chai n=virus
dst - port =23456 protocol =tcp
add acti on=drop chai n=virus
dst - port=23432 protocol =tcp
add action=drop chai n=virus
dst - port =23032 protocol =tcp
add acti on=drop chai n=virus
dst - port=23232 protocol =tcp
add action=drop chai n=virus
dst - port=21544 protocol =tcp
add action=drop chai n=virus
dst - port =20023 protocol =tcp
add acti on=drop chai n=virus
dst - port =20005 pr ot ocol =tcp
add acti on=drop chai n=virus
dst - port=19864 protocol =tcp
add action=drop chai n=virus
dst-port=17777 protocol =tcp
add acti on=drop chai n=virus
dst - port=17593 protocol =tcp
add acti on=drop chai n=virus
dst - port=17569 protocol =tcp
add action=drop chai n=virus

coment =""

comment =

coment =""

comment =
coment =""

comment =""

comment =""

coment =

comment =""

dst-port=17499- 17500 protocol =tcp

add acti on=drop chai n=virus
dst - port=17449 protocol =tcp
add acti on=drop chai n=virus
dst-port=17166 protocol =tcp
add action=drop chai n=virus
dst - port =16969 protocol =tcp
add acti on=drop chai n=virus
dst-port=16772 protocol =tcp
add acti on=drop chai n=virus
dst - port =15858 protocol =tcp

coment =""

coment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =15382 protocol =tcp
add acti on=drop chai n=virus
dst - port =15092 protocol =tcp
add acti on=drop chai n=virus
dst - port =15000 protocol =tcp
add action=drop chai n=virus

comment =

dst - port =14500- 14503 protocol =tcp

add acti on=drop chai n=virus
dst-port=13473 protocol =tcp
add acti on=drop chai n=virus
dst - port=13223 protocol =tcp
add action=drop chai n=virus

conment =

coment =

comment =

dst - port=13013-13014 protocol =tcp

add acti on=drop chai n=virus
dst - port=13010 protocol =tcp
add action=drop chai n=virus
dst - port=12624 protocol =tcp
add action=drop chai n=virus
dst - port=12349 protocol =tcp

coment =

comment =

add acti on=drop chai n=virus
dst - port =10528 protocol =tcp
add action=drop chai n=virus comment =
dst - port=10085- 10086 protocol =tcp
add action=drop chai n=virus comment =
dst - port =2600 protocol =tcp

add acti on=drop chai n=virus coment =
dst - port=2345 protocol =tcp

add action=drop chai n=virus comment =
dst-port=1 protocol =udp

add action=drop chai n=virus comment =
dst - port=135-139 protocol =udp

add acti on=drop chai n=virus
dst - port =146 protocol =udp
add acti on=drop chai n=virus
dst - port =666 pr ot ocol =udp
add action=drop chai n=virus
dst - port=1025 pr ot ocol =udp
add acti on=drop chai n=virus coment =
dst - port=1200- 1201 protocol =udp

add action=drop chai n=virus comment =
dst - port=1349 protocol =udp

coment =

comment =""

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =1505 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=1604 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =2000 pr ot ocol =udp
add action=drop chai n=virus
dst - port=2130 protocol =udp
add acti on=drop chai n=virus
dst - port=2140 protocol =udp
add acti on=drop chai n=virus
dst - port=2222 protocol =udp
add action=drop chai n=virus
dst - port =2339 protocol =udp
add acti on=drop chai n=virus
dst - port =2989 pr ot ocol =udp
add action=drop chai n=virus
dst - port=3150 protocol =udp
add action=drop chai n=virus
dst - port =3456 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =3801 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =4000 protocol =udp
add action=drop chai n=virus
dst - port =5503 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =5882 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =5888 prot ocol =udp
add action=drop chai n=virus
dst - port =6838 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=7028 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=7424 protocol =udp
add action=drop chai n=virus
dst - port =7983 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=8787 protocol =udp
add acti on=drop chai n=virus
dst - port=8879 protocol =udp

comment =""
coment =""

comment =""

coment =

comment =""

comment =""
coment =""

comment =""

coment =

comment =""

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus
dst - port =9325 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =10067 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=10167 protocol =udp
add action=drop chai n=virus
dst - port =10498 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =10666 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=12623 prot ocol =udp
add action=drop chai n=virus
dst - port=18753 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =20433 pr ot ocol =udp
add action=drop chai n=virus
dst - port =21554 prot ocol =udp
add action=drop chai n=virus
dst - port =23476 protocol =udp
add acti on=drop chai n=virus
dst - port =26274 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=27374 protocol =udp
add action=drop chai n=virus
dst - port=27444 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=27573 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port =30103 prot ocol =udp
add action=drop chai n=virus

comment =

coment =""

comment =
coment =""

comment =""

comment =""

coment =

comment =""

dst - port=31335-31338 protocol =udp

add acti on=drop chai n=virus

conment =

dst-port=31787-31791 protocol =udp

add acti on=drop chai n=virus
dst - port =34555 pr ot ocol =udp
add action=drop chai n=virus
dst - port =35555 pr ot ocol =udp
add acti on=drop chai n=virus
dst - port=47262 protocol =udp
add acti on=drop chai n=virus
dst - port=49301 protocol =udp

coment =""

coment =

di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di
di

sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no
sabl ed=no

sabl ed=no



add action=drop chai n=virus coment="" di sabl ed=no
dst - port =54320- 54321 pr ot ocol =udp

add acti on=drop chai n=virus comment ="" di sabl ed=no
dst - port=57341 protocol =udp
add action=drop chai n=virus comment="" di sabl ed=no

dst - port =65432 prot ocol =udp
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